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Decision/action requested

Requiremens on the UE. For approval.
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Rationale

The is assumed that the null encryption scheme is format preserving and thus, it makes the SUCI the only identity that a 5G UE would need to send in an initial registration, except for an emergency call, where is uses SUPI. Therefore, it is proposed to mandate the null-scheme support by adding the requirement “A 5G-UE shall support the null-scheme”.

Further, it is highly recommended that a 5G-UE shall support at least one real protection scheme, i.e. the added requirement reads: “A 5G-UE should support at least one privacy preserving encryption scheme.”

Resolving ”Editor's note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM.” Reasoning: Is it desirable to have a single format when initiating a registration with the 5G network. Thus, it is proposed that the ME will choose the “null-scheme” or a protection scheme. Importantly, it will always be the SUCI used, except in an emergency, where we stick to SUPI. An additional requirement on emergency is added for this situation.
With this arguemts, we propose to delete the related ed. note: “Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI.”

Further, we propose to delete the ed. note on “where the calulation of SUCI is done”. Reasing: The public key shall be secured in the tamper-resistant hardware, but to allow 5G privacy to fly, it is too tight to only allow SUCI calculation in the secured environment. Thus, we propose that the ME is allowed to also calculate the SUCI. OTA allows to easily provide another storage space for a public key in the UICC, while the logic for calculation in the UICC is more effort than using an App for this. Of course, reading access to the public key must be restricted. Thus, the following requirement is proposed: “The calculation of the SUCI should be either in the UICC or the ME.”

Last change: Reformulation of NOTE proposed to start with the “out of scope” part.
Revision: correction to requirement
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Detailed proposal

****************** Start of changes ******************
5.1.5
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

A 5G-UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

A 5G-UE should support at least one privacy-preserving encryption scheme.

A 5G-UE shall support the null-scheme.

The home network public key shall be stored on the tamper resistant secure hardware component. 
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided. In this case, the SUPI shall be null-encrypted.

The ME shall always request the tamper-resistant secure hardware component first to provide SUCI. If the tamper-resistant secure hardware does not provide a method to calculate the SUCI with the home network public key, the ME should use a privacy-preserving encryption scheme using the home network public key stored in the tamper resistant secure hardware. In this case access rights from the ME application to the UICC shall be defined. Otherweise ME shall use the “null-scheme”.



The calculation of the SUCI shall be supported by the ME. 

In case of an emergency call, the UE shall use the SUPI.
Provisioning, and updating the home network public key in the UE shall be in the control of the home network operator. 

NOTE:
The provisioning and updating of the home network public key is out of scope of the present specification. It may be implemented using, e.g., the Over the Air (OTA) [XXX] mechanism.
****************** End of changes ******************

